How-to:
Secure Boot TQMa95xxLA/CA
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The host PC used in this how-to runs Linux (Ubuntu 24.04) as its operating system.

CAUTION: This guide involves setting fuses (one-time programmable); this
process is irreversible. It is therefore strongly recommended that you use a
development board for this guide.
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1. Procedure

This guide explains how to create a chain of trust from the bootloader to a root partition via the Linux

kernel using dm-verity.

The following table provides a simplified overview of the steps involved in creating the chain of trust and

performing verification during the boot process:

Creation

Execution

U-Boot

The U-Boot bootloader is signed with the private
key of an asymmetric key pair. The signature and
the public key are embedded in the U-Boot image.
A hash of the public key is written to the SoC's
fuses.

The boot ROM loads the U-Boot image and
extracts the signature block, containing the
signature and public key. These two components,
along with the hash of the public key from the
fuses, are used to verify the U-Boot image.

FIT-Image

The hash of the FIT image is signed using the
private key of an asymmetric key pair. This
signature is appended to the FIT image. The
public key is written to the U-Boot device tree.

U-Boot verifies the FIT image during loading using
the signature and the public key.

Root file system

Creating a root partition using veritysetup. This
generates a root hash for all files in the file system,
which must be stored in Initramfs.

Create a device mapper from the root partition by
specifying the root hash in Initramfs. Mount the
device mapper as the root filesystem. Specifying
the root hash ensures that the files in the root
partition remain unchanged.
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2. Preparation
The following projects are required to generate a signed bootstream for the TQMa95xx:
o NXP Secure Provisioning SDK (SPSDK): https://github.com/nxp-mcuxpresso/spsdk (required)

e TQ Yocto-Workspace: https://github.com/tg-systems/ci-meta-tq (recommended)

The Bootstream for TQMa95xx consists of several artifacts. To obtain all of these artifacts from the same
source, we recommend using the TQ Yocto workspace ci-meta-tq. You can follow the instructions
included there to build a complete image (tq-image-weston-debug or tq-image-generic-debug) ) for
one of the following TQMa95xx-based machines:

¢ tgma95xxla-4gb-mba95xxca.conf
e tgma95xxsa-2gb-mb-smarc-2.conf

e tgma95xxsa-4gb-mb-smarc-2.conf

ATTENTION: To build U-Boot with Secure Boot functionality (AHAB), the
following line must be added to local.conf:

DISTRO_FEATURES:append = " secure"

Next, the bootstream must be rebuilt:

$ bitbake imx-boot

The TQ Yocto Workspace can also be used to create an image of the entire Chain of Trust described
here. The necessary settings are described in chapter 5.2.

The source code for the Linux kernel and U-Boot is optional but recommended. It can be downloaded
from GitHub:

Linux: https://github.com/tg-systems/linux-tgmaxx/tree/TQMa-fslc-6.12-2.0.x-imx
U-Boot: https://github.com/tg-systems/u-boot-tgmaxx/tree/TQM-If v2025.04

As part of the preparation, Linux and U-Boot should already be compiled for a variant of the TQMa95xx.
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3. U-Boot

3.1 Generate a Key

The boot stream is signed and verified using public key infrastructure (PKI). If a suitable PKI does not
already exist, one can be created using the SPSDK. Information on installing the SDK can be found on
the aforementioned page.

1. Create a folder for the following tasks

mkdir TQMa95xx.AHAB
cd TQMa95xx.AHAB

2. Create PKI

nxpcrypto pki-tree ahab --key-type secp521rl --encoding pem --output ahab-
keys

nxpcrypto is part of the SPSDK. For an explanation of the available options, please refer to the --help
option of the command mentioned above and the SPSDK documentation:
https://spsdk.readthedocs.io/en/latest/.

The command generates keys in the keys/ subfolder and certificates in the crts/ subfolder.

3.2 Creating a Signed Bootstream

The Bootstream for TQMa95xx consists of two containers, each of which contains multiple images. The
SPSDK allows you to build the individual artifacts and sign both containers with a single command. In
addition to the keys generated in 3.1, the following files are required:

e bI31-imx95.bin

e |pddr5_dmem_qgb_v202409.bin
o |pddr5_dmem_v202409.bin

e |pddr5 imem_qgb_ v202409.bin
e |pddr5_imem_v202409.bin

e m33_image-tgm(...).bin

e mx95b0-ahab-container.img

e 0ei-m33-ddr.bin

e 0ei-m33-tcm.bin

e U-boot-spl.bin

e u-boot.bin

In addition, one configuration file is created for each container and one configuration file for the entire
Bootstream.

1. Copy all required artifacts to the folder created in chapter 3.1. These can be retrieved from the
${DEPLOY_DIR_ IMAGE} of the TQ Yocto workspace after a TQ image has been successfully built.
Some files are symbolic links, so copy them using cp --dereference.

2. Create the configuration for the primary container, mx95_signed_uboot_primary.yaml:

family: mimx9596

revision: b@

target memory: serial downloader

output: ../outputs/primary_ signed ahab.bin
container_version: 2

containers:
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- binary_container:
path: ./mx95b@-ahab-container.img
- container:
srk_set: oem
used srk_id: ©
srk_revoke_mask: '©x00'
gdet_runtime_behavior: disabled
check_all signatures: check _all signatures
fast_boot: disabled
fuse_version: ©
sw_version: 0
signer: ./ahab-keys/keys/SRKO secp521rl key.pem
images:
lpddr_imem: ./lpddr5_imem_v202409.bin
lpddr_imem _gb: ./lpddr5_ imem_gb_v202409.bin
lpddr_dmem: ./lpddr5_dmem_v202409.bin
lpddr_dmem _gb: ./lpddr5_ dmem_gb v202409.bin
oei_ddr: ./oei-m33-ddr.bin
oei_tcm: ./oei-m33-tcm.bin
system_manager: ./m33_image-tgm95_s04g0c000.bin
spl: ./u-boot-spl.bin
v2x_dummy: true
srk_table:
flag ca: false
hash_algorithm: default
srk_array:
- ./ahab-keys/crts/SRKO_secp521rl_cert.pem
- ./ahab-keys/crts/SRK1_secp521rl_cert.pem
- ./ahab-keys/crts/SRK2_secp521rl_cert.pem
- ./ahab-keys/crts/SRK3_ secp521rl_cert.pem

The system-manager image may need to be modified

This configuration is based on the example provided by NXP: https://github.com/nxp-
mcuxpresso/spsdk/blob/v3.2.0/examples/ahab/imx95/inputs/mx95_signed_uboot_primary.yaml|

3. Create the configuration for the secondary container, mx95_signed_uboot_secondary.yaml:

family: mimx9596
revision: be
target_memory: serial_ downloader

output: ../outputs/secondary_signed ahab.bin
container_version: 2
containers:

- container:

srk_set: oem

used srk_id: ©

srk_revoke_mask: "©x00"
gdet_runtime_behavior: disabled
check_all signatures: default
fast_boot: disabled
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fuse_version: ©
sw_version: ©
signer: ./ahab-keys/keys/SRKO_ secp521rl_key.pem
images:
atf: ./bl31-imx95.bin
- uboot: ./u-boot.bin
srk_table:
flag ca: false
srk_array:
- ./ahab-keys/crts/SRKO_secp521rl cert.pem
- ./ahab-keys/crts/SRK1_secp521rl _cert.pem
- ./ahab-keys/crts/SRK2_secp521rl cert.pem
- ./ahab-keys/crts/SRK3_secp521rl_cert.pem

This configuration is based on the example provided by NXP: https://github.com/nxp-
mcuxpresso/spsdk/blob/v3.2.0/examples/ahab/imx95/inputs/mx95_signed_uboot_secondary.yaml

4. Create a configuration for a complete Bootstream, bootimg signed mx95.yaml:

family: mimx9596

revision: b@

memory type: serial downloader

init offset: ©

post_export: ./outputs/post export

primary image container_set: ./mx95 signed uboot primary.yaml
secondary image container set: ./mx95 signed uboot secondary.yaml
5. Create Bootstream:

nxpimage --verbose bootable-image export --config bootimg signed mx95.yaml --
output flash.bin

3.3 Writing SRK Hash Fuses

To allow the boot ROM to verify the Bootstream, the SRK hashes must be written to the designated CPU
fuses. The values for the fuses can be found in the output of the last command:

Fuses info:

--== Grouped register name: SRKH ==--
OTP ID: 128, Value: ©xE243C773
OTP ID: 129, Value: ©x8E304337
OTP ID: 130, Value: OxE3DBA686
OTP ID: 131, Value: ©x301F581F
OTP ID: 132, Value: ©xF7COB5A4
OTP ID: 133, Value: 0x644AD7AB
OTP ID: 134, Value: 06x14C88D78
OTP ID: 135, Value: ©6xB30D9575
OTP ID: 136, Value: ©x9AB96556
OTP ID: 137, Value: OxE7E9DEC7
OTP ID: 138, Value: ©x729DB5E2
OTP ID: 139, Value: ©x28E5F819
OTP ID: 140, Value: 0xD06884CE
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OTP ID: 141, Value: Ox8FADB1A9
OTP ID: 142, Value: OxFACF6315
OTP ID: 143, Value: ©x7BCFBD72

INFO:spsdk.image.ahab.ahab_container:Generated script for writing fuses for
container 0:
/work/spsdk/TQMa95xx.AHAB/outputs/post_export/ahab_oem@ srk@ hash nxpele.bcf

Performing post export
/work/spsdk/TQMa95xx.AHAB/outputs/post export/ahab_oem2 srk@ hash.txt
/work/spsdk/TQMa95xx.AHAB/outputs/post _export/ahab_oem2 srk@ hash nxpele.bcf
/work/spsdk/TQMa95xx.AHAB/outputs/post export/ahab_oem@ srk@ hash.txt
/work/spsdk/TQMa95xx.AHAB/outputs/post_export/ahab_oem@ srk@ hash nxpele.bcf

The mapping of the OTP ID listed above to the bank/work addressing in U-Boot is as follows:
OTP ID 128: Fuse Bank 16, Word 0
OTP ID 129: Fuse Bank 16, Word 1

OTP ID 135: Fuse Bank 16, Word 7
OTP ID 136: Fuse Bank 17, Word O

OTP ID 143: Fuse Bank 17, Word 7

Writing hashes in U-Boot:

ATTENTION: This step can only be performed once and cannot be undone.
The values provided below are for example purposes only and must be
replaced with your own.

=> fuse prog 16 © OxE243C773
=> fuse prog 16 1 Ox8E304337
=> fuse prog 16 2 OxE3DBA686
=> fuse prog 16 3 Ox301F581F
=> fuse prog 16 4 OxF7COB5A4
=> fuse prog 16 5 0x644AD7AB
=> fuse prog 16 6 0x14C88D78
=> fuse prog 16 7 ©xB30D9575
=> fuse prog 17 © Ox9AB96556
=> fuse prog 17 1 OxE7E9DEC7
=> fuse prog 17 2 ©x729DB5E2
=> fuse prog 17 3 Ox28E5F819
=> fuse prog 17 4 0xDO6884CE
=> fuse prog 17 5 Ox8FADB1A9
=> fuse prog 17 6 OxFACF6315
=> fuse prog 17 7 ©x7BCFBD72

3.4 Verification

After a reset, you can use the U-Boot command ahab_status to check whether the signed bootstream
is valid:

=> ahab_status
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Lifecycle: 0x00000008, OEM Open

No Events Found!

If an event is found, the bootstream is invalid and would not be able to boot on a locked device.

To verify this, you can boot an unsigned bootstream and then call ahab_status:

=> ahab_status
Lifecycle: 0x00000008, OEM Open

0x0287fad6

IPC = MU APD (0x2)

CMD = ELE_OEM_CNTN_AUTH_REQ (©x87)

IND = ELE_BAD_KEY HASH FAILURE_IND (OxFA)
STA = ELE_SUCCESS_IND (0xD6)

0x0287fad6

IPC = MU APD (0x2)

CMD = ELE_OEM_CNTN_AUTH_REQ (©x87)

IND = ELE_BAD_KEY HASH FAILURE_IND (OxFA)
STA = ELE_SUCCESS_IND (0xD6)

3.5 Close the Device

WARNING: This step is irreversible and should only be performed when
necessary. If configured incorrectly, this step will render the device unusable.

The device can be closed in the U-Boot environment using the command ahab_close. This ensures that
only valid boot streams, verified by the boot ROM, are booted. After a reboot, the following status is
displayed:

=> ahab_status
Lifecycle: 0x00000020, OEM Closed

No Events Found!
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4. FIT Image

below as the working directory.

NOTE: Paths are relative to a new, empty folder, such as fit_image_work, or
to the kernel sources if you are compiling from source. This is referred to

4.1 Generate a Key Pair

An asymmetric key pair is used to sign the FIT image. You can generate such a pair using OpenSSL.:

$ openssl genpkey -algorithm RSA -out dev.key -pkeyopt rsa keygen bits:2048

$ openssl req -batch -new -x509 -key dev.key -out dev.crt

4.2 Create an Image Tree Source

Create an Image Tree Source named sign.its for the FIT Image.

/dts-vl/;

/A

description = "Kernel fitImage for TQMa95xx";
#address-cells = <1>;

images {
kernel-1 {

};

description = "Linux kernel";
data = /incbin/("Image");
type = "kernel";

arch = "arme4";
os = "linux";
compression = "none";

load = <0x91000000> ;
entry = <0x91000000> ;
hash-1 {

algo = "sha256";
¥

fdt-1 {

};

description = "Flattened Device Tree blob";
data = /incbin/("<Pfad/zum/Devicetree.dtb>");
type "flat dt";
arch = "arme4";
compression = "none";
load = <0x94000000> ;
hash-1 {
algo = "sha256";
¥
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}s

configurations {
default = "conf-1";

conf-1 {
description = "Linux kernel, FDT blob";
kernel = "kernel-1";

fdt = "fdt-1";

hash-1 {
algo = "sha256";
}s

signature-1 {
algo = "sha256,rsa2048";

key-name-hint = "dev";
padding = "pkcs-1.5";
sign-images = "kernel", "fdt";
}s
}s
¥
}s

4.3 Create a Signed FIT Image

NOTE: The Devicetree binary for U-Boot is required for this step. Pre-built
device tree binaries can be found in the Yocto workspace within the U-Boot
build directory. The path to the build directory can be displayed using bitbake
virtual/bootloader -e | grep "B=.

1. Copy the required files to the working directory:

a. Rename U-Boot Devicetree imx95-tgqma95961a-mba95xxca.dtb oder imx95-
tgmag9596sa-mb-smarc-2.dtb to pubkey.dtb:

From the U-Boot build directory in the Yocto workspace (path: bitbake
virtual/bootloader -e | grep ”B=)

or

From self-compiled U-Boot sources
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b. Linux kernel:
${DEPLOY_DIR_IMAGE}/Image

This file is a link, so copy it using cp --dereference or use 1s --1long to display the
original file and copy it

or
From self-compiled Linux source code

c. Linux Devicetree:
Depending on the variant, ${DEPLOY_DIR_IMAGE}/imx95-tqma95..

This file is a link, so copy it using cp —-dereference or display the original file using 1s
--long and then copy it

or

From self-compiled Linux source code
d. The keys generated in step 4.1
e. The ITS file generated in step 4.2

2. Create a FIT image with a signature
$ mkimage -f sign.its -K pubkey.dtb -k . -r image.itb

The public key is written to the U-Boot devtree during this process. This key is used to verify the
FIT image signed above.

NOTE: To include the U-Boot device tree with the public key in the signed
Bootstream from chapter 3.2, the steps from chapter 3.2 must be repeated
using a modified U-Boot proper u-boot.bin. To do this, when compiling U-
Boot, specify the device tree containing the public key pubkey.dtb using the
EXT_DTB option:

make EXT_DTB=<Pfad/zu/pubkey.dtb>
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4.4 Verification

On the public-key U-Boot, the signed FIT image image.itb can be booted using bootm after it has been
loaded from a suitable medium (TFTP, eMMC, SD).

When booting the FIT image, U-Boot displays the message Verifying Hash Integrity ...
sha256,rsa2048:dev+ OK on the console, along with the name, algorithm, and length of the key
generated in Chapter 4.1:

## Loading kernel from FIT Image at 80400000 ...
Qé;ifying Hash Integrity ... sha256,rsa2048:dev+ OK
H## Lé;ding ramdisk from FIT Image at 80400000 ...
Qé;ifying Hash Integrity ... sha256,rsa2048:dev+ OK
H## Lé;ding fdt from FIT Image at 80400000 ...

Verifying Hash Integrity ... sha256,rsa2048:dev+ OK

To cross-check, another key pair can be generated — similar to the procedure described in chapter 4.1 —
and used to sign the FIT image. Without replacing the key in the U-Boot device tree, this FIT image
cannot be booted:
## Loading kernel from FIT Image at 80400000 ...
Using 'conf-1' configuration
Verifying Hash Integrity ... sha256,rsa2048:test- error!
Verification failed for '<NULL>' hash node in 'conf-1' config node
Failed to verify required signature 'key-dev'’
Bad Data Hash
ERROR: can't get kernel image!
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5. Extending the Chain of Trust: Root Partition

The Chain of Trust established so far verifies the origin of U-Boot and the Linux kernel. Using the
mechanisms described above, only the owner of the generated private key can sign their software and
boot it on the device. Additional links can be added to the chain. The following chapter outlines how the
root partition can be protected against tampering using dm-verity. For practical implementation, we also
demonstrate how the entire chain can be generated using the TQ-BSP. Due to the complexity of the
prerequisites, a step-by-step guide to dm-verity protection is not provided.

5.1 Sketch:

Verity Devicemapper

1. Generate verity hashes:

veritysetup calculates the hash values and stores them at the end of the root partition. The
root partition can be either a regular file or a block device file (e.g., /dev/sdaX).

veritysetup \
--data-block-size=1024 \
--hash-block-size=4096 \
--hash-offset=<0ffset> \
format \
<Root-Partition.img> \
<Root-Partition.img>

veritysetup displays the following information (with values that vary accordingly):

VERITY header information for data.img

UUID:

Hash
Data
Data
Hash
Hash

Salt:

Root

e06ff4cb-6b56-4ad4-bd97-0104505a70a5
type: 1
blocks: 204800
block size: 1024
block size: 4096
algorithm: sha256
17328c48990b76fbb3e05d0ebfd236043674cf0d14c278bc875b42693621cc21
hash: a0ela449d452f74d041706b955794c0041e3d8ad051068df6589e08485323698

The root hash is the sensitive value that must be protected. If this hash is compromised — for
example, if an unauthorized person can modify it — then dm-verity’s protection of the root
partition’s integrity is rendered useless.
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2. Integrate the Root Hash into the Chain of Trust

The root hash generated above is stored in the signed FIT image, which protects it from
tampering. To do this, an Initramfs is added to the FIT image, in which the root hash is stored in a
file.

The images node of the ITS file from chapter 4.2 is expanded to include, among other things, the
following section:

ramdisk-1 {
description = "dm-verity-image-initramfs";
data = /incbin/("<Pfad/zu/Initramfs.cpio.gz>");
type = "ramdisk";
arch = "armé4";
os = "linux";
compression = "none";

load = <0x98000000> ;
entry = <0x98000000> ;
hash-1 {
algo = "sha256";
s
}s

3. Check the integrity of the root partition

The Initramfs contains a script that creates a device mapper from the root partition and the root
hash.
veritysetup \

--data-block-size=${DATA BLOCK SIZE} \

--hash-offset=${DATA SIZE} \

create rootfs \

</dev/Root-Paritition> \

</dev/Root-Paritition> \

<Root Hash»>

Next, the device mapper is mounted:

mount \
-0 ro \
/dev/mapper/rootfs \
/rootfs

The root filesystem can only be accessed in read-only mode. The switch-root command
handles the switch to the actual root filesystem.

Additional information about the TQMa95xx can be found in the TQ Support Wiki: https://support.tg-
group.com/en/arm/modules#nxp_imx_9 series
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