
Implementing the  
Cyber Resilience Act at  
TQ-Systems. We are on Track.

Our current CRA Status What does this mean for you?

Implementation Status:

•	 Investment security

•	 Transparent processes

•	 Security by Design

•	 CRA-compliant products

•	 Expert Guidance

•	 Comprehensive Support

•	 Product Cybersecurity

•	 Cybersecurity is an integral part of our  

development processes. 

•	 New product developments are already being  

implemented according to the principles of  

„Security by Design“ and „Security by Default“. 

•	 Vulnerability management processes  

have been established.

•	 CRA requirements are implemented  

through structured processes. 

•	 The TQ product portfolio is systematically  

reviewed and aligned with the CRA requirements.

Many of the measures required by the CRA are already an integral part of TQ‘s established development 

and quality processes. Our implementation roadmap therefore focuses primarily on harmonization,  

compliance documentation and the adaptation of existing product lines.

Established

On track for timely  
CRA implementation

Established Established – continuously 
being expanded

Planned according to 
roadmap

Measures in progressHarmonization in progress

Cybersecurity in  
Development Processes

Security by  
Design / Default

Vulnerability 
Monitoring

CRA Compliance 
Documentation

Existing ProductsReporting and  
Escalation Processes



Your Contact: 
Ralf Wagner
Cybersecurity Specialist & Manager

 ralf.wagner@tq-group.com     +49 371 33151-36

Conclusion 
 

TQ has already established the technical and  

organizational foundations required to meet the 

CRA requirements and continues to strengthen 

them through its dedicated CRA implementation 

program. Existing products are systematically  

reviewed against the CRA requirements and  

updated where necessary.

With our CRA roadmap, we are creating the  

foundation for timely compliance of our relevant 

product portfolio. This provides our customers with 

investment security, transparent security processes 

and the long-term, CRA-compliant evolution of  

their products.

Organizational Measures 

•	 Systematic and automated vulnerability  

management

•	 Harmonization and standardization of  

reporting and response procedures

•	 Standardized processes for security updates 

and product maintenance throughout the 

entire product lifecycle

•	 Integration of cybersecurity requirements 

across development and the supply chain

•	 Continuous enhancement of cybersecurity 

expertise through training and awareness 

programs

2026 2027 End of 2027

September 2026
Completion of 

the Gap Analysis

December 2027
Planned completion of 
CRA implementation 

for the relevant product 
portfolio

March 2027
Completion of the  

CRA Planning &  
Harmonization Phase

Q3 2027
First products available 

with complete  
CRA compliance  
documentation

CRA Implementation Roadmap

Analysis and assessment 

of existing products and 

processes

Implementation and integration of 

additional CRA measures

Validation, compliance 

documentation and  

operational implementation
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